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Executive Summary

GNX Earswet 2 9l|012E K| A TE2E O #EAH SI4St= A|AHIO| OtL|2t, £ H SH 0| MH| =X[HEH <&
ANARIOZ Z2{7Hs 242 AP0 ®M|O{8H= IP logic OS product O|CH ME2 otA HIEE! F™ZE ErX| ot MA| QA MM
BE ZWHOZ o} X|2H AMF A A2 Biofluid Sensor Adapter, Sweat Quality Frame, Device Event Frame,
marker policy package, output controller, Evidence Packet, API/BLE response schema 2| Zg0il LLCt. 2t0]M
AO[A ®MSEl= 7HK] = MM RHH| 20 Q) AA|, £ ot ZHAL 7Hs M, JM 7|8t =HabMo|Ct

= A= M DHEL T A[SF Hof| 2telslior ot =S AT TS, 2ot ZH, 20| MA M|, HAXt=2 Y, 78 B

a
A, 28 D2z Falotth. 2= 2 0iX[2of| R%ES Lt & 242 HF A8 YA H= izt ofL|2r E 1 o

H, API schema, Evidence Packet sample, fail-closed test matrix, 22t 9|2 2 2 at &4 ®|SSh= Z0|Ct.
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1. 2M 25, Ex}, A4S 27

1L1EMe =5

The White Book of GNX Earswet 2 GNX Earswet 7|&2 &7 20| MA|, M2fH MHE L, Hot AEX} M E 2|0, £Xt
AEX U 7| A X7 SUT HOE Lot £ JEE HAE AT L 2to|MA Aob8 MHAMO|CE &2 A= 53
S HAAM QL EHO|| 7|xHE £3 ™ M0 A|ARS ME 2AFOE MBS, Al Moj| 2elsjor e 7|&M, HotM | 2
BN, ST, AH EA, B X U M BAE Y2E AE T AOE MAIBICE 2 A2 A =X 2 GNX
Earswet 2 Th A HMAM2[7} OFL|2} HH| R A SEHZLO0| 25 A AR MH| X2 20 = A E7| Mol &
H ZZE EXSt= IP logic OS product 2 MESH= o /ALt

1.2 CH&F S X}

22X 1At EXH= ADLEZEHA M ZA} /0121 S HHO| M M| AL 2HIY SDK AR, AF R S31F AFRL,
AZXHI 7|, @A OO[E API 2%}, EQtOFF[HIE, MIE MUK}, HE 5l AFI7HE SHEEXto|Ct, 3| 2|H ol A= <X
0| 7|=0| M| E 2|ATL MU AAE HF=XE I, HOHEI0| A= raw_value_access, Evidence Packet,

=

policy_integrity_value, response_schema_state 2t 22 7|#| &t= HET} ofH SHHE £0|=X|E dHICL

1.3435 ZAl

B eiME o|F27|7]| 215{7t TFE Mt OL|H, EX 2 o| eh™XIC £ = X2 2T M52 FESIX| =Lt GNX

Earswet 2| 435 CHA2 HIO| 20 2| ML o5ty 7t A0 OtL 2t £ ZL0| MM £l a2to| £3 75 MEfRIX
CHSt 0 2™ A AEHO|AM 2|5 SDK, BLE characteristic, At AP EE= 2|5 AP| AH| X7} H
X| 2ot =2 ot= £ ™ |09 EFLMO|C, [t S TS MM MUT TIt EHX]|

o
2ZM ™oL H|Z S8 2H2E!, Evidence Packet i A, 2tO| MA| A|AEI E8tMH O 2 LEEICY

r

\J

HA
QOFF: 0| &2 A SHZ HZT U 20| MA AHof MAto|| 10, WIt HY|E o2 TITH Hs0| ofL|2t =2 H X|of, Cf|o|E
Z=Z Ex, Evidence Packet, £t 8! E8tM O Z SHHSIC}

2. M|E MM IP logic OS product

21 HME ™2

K| = 2 2mof BiK|E AR RA MM 7L SSHE HHo| 0 S E3ts
M2 AZC R Esty| Mof| ®ojst= £2 ™ H|0f OS/API AZIOICE O] MIE2 FES A E™ots MM AXtel L
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HO=0h = 4 QICh HE2 42 OEM M7t o|0f MMt candidate_value, marker_id, unit, sampling_time,
calibration_version, sensor_quality_flag £ Biofluid Sensor Adapter 0l A B2}t £, Sweat Quality Frame
1t Device Event Frame 2 Zgol| 2|2t AefZIS AESHT, marker policy package Of 2} AX|Zt £3 o £t S
A7|0rE BHSh= =2| AlS0lCt.

= =2 O

2.2 th& MIA 22| x}O|

&8 sweat patch Lt hydration biosensor 2| 2% 2t 2 TS O{EH| =T8I, sweat rate EE= chloride 2t 22
US OEAH EAIZ AATI0] AT GNX Earswet 2 2t 2 20| ZYE|UACHE AHA XHA| 7} OFLI2E, 1 ZHO0] 2§ A| AR

Ol Hat WAl =XME ME, HHE, XS THH L= 24 ¢ 02|F YHOZ AHEE0 T Bl =710f ULt W2t 2 HE

2 S O 80| =&Sh= MZ0| otL|2t BMA gt O &2, O MetHM o=, o Z4AL 7Hs3HA| e Edt= HZO0IC

2.3GHAl K| E 2

GNX Earswet 2| oF & H2|= Ct32t ZCt “MA| R Al HHO| 20t FHZL0| 4, SDK, BLE, H2|0{ API, Mt{ APl £=
Q& API AH|XtO|AH| MA| X2 HSE 7] Hoi, Lot T2 1t ZX| o[ HIE 7|8t 22t Aef I Ot MM S TS| AF|ZL
=3 H|gt £3, trend-only, warning, 2{Zd 84, raw access block £ non-value response & Z&st1 1 2
7{E Evidence Packet 22 E7|= IP logic OS product.” O] 22 Ao, AF, FE, £ U8 EMOIA LEEA &
X|=|ofof BtLCY.,
RQ.F—.'?_— GNX Earswet 2 £X7| XtH|7t OtL|2t &3 MAM S TetsH= =2 2GH(A|OIC ME 7HK= MAMZtel 2t =&
Z0|1, 2IO|MA| 7L AR E = A= ZE API & ZHAL 7H58E 57 12 H|Sot= o] /ULt

3. 0PI X & &E| ZA

3.1 ™A

A 7|1Z2] OF7|EX = 100 Of| A 1400 7HX| S =HE S o YR SHCt. #EE FX[(100)= ¢ZE HEE L= FI DR
£ d9s gdot, WA A MAME(200)= E L= TR EHHACZRE =H Mo E WYolL}. Biofluid Sensor
Adapter(300)= A2 CHE OEM I HIZAF A|ARI(1300)2] £3 HAS S & AU = Hoolch &t ZEX MER

(400)= sweat_rate_state, fill_state, contamination_state, calibration_state, drift_state,
reagent_age_state £ T1ABtC} X[ O[HIE F S5 (500)= haptic, BLE, ADC, battery, CPU/MCU, SDK/API
request £ SE 2|2t JHO = £EITICE AEl A= (GOO)E AZHEED 7S 3 2 AAS Sl
disturbance_vector £ M3t} O HH 2|5 (700)= B IH7|X| XZE A (1400)2| marker policy package £
ot =3 H 015 (800)= AHIgt I-‘- Mol £ ZEEZH OHIP Evidence Packet A4 £(900)2t 2 Ht
2/SDK/BLE/API £2{£(1000a)= Z2H 2712 & A 7|0t 2|2 API AH|XH1200) 0| A Ml S5tALE AMSHSHCE.

3.2 AZ| AA|
M2 A= OEM MM 2IA|ZH Ee, OfHHE] M st e, A 2N go |8 AH|X YHO LrTEr OEM goe g
ZHS MASER|BE O ZHo| B 17HEI0155I=XIE ZFSHK| OH=Ch O{RE P T4 TE Che| B HH,

vendor_id % raw_access_policy & ASotCt. MM 2™ JH2 wot T& T2 Device Event Frame 2 Z&dH
fail-closed ZZ2 THCHSICE Q|2 AH|XF HHL raw_value_access=false, output_mode=non_value,
evidence_packet_id 2t 22 HEE s Mslf gfS WA X[ = THALESHK| QA== sl{of BHCL.

3.3H0|E|{ AZ EX|

UEHOIl Y022 A|AHIS MAMZIS MMSHE UIEE U ASHM ZIES 20| WAOZ S e oirt
GNX Earswet 2 1 #AME HHEC} candidate_value 7t ZX{sIH2t L, &3 MO 87t 23 MM S THESH | Mojl=
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full value getter, BLE actual-value characteristic, raw endpoint, Alt{ API payload 7t 2| MH|gtS LESHK| ¥
=Ct. 0l Ul &#340| OtL|2t H|0|E] B2 XHA|2| QIE{ £ 0|}

Q02 OF7| =K o] sl

o A2 MIA K| Z=AL O{RHE], eot Z& mef|Ql, &KX O[HIE el MM mi7|X|, £ ML, Evidence
Packet AtO[2| AMZ| HAE

= >
Y| L= ZAo|Ct.

=

4. 25 ZadY3

41HE EH

o T

L2 “RHH S 20| M| +X[2 LEE[X| =

L

—_

S BN X oHIE 2zt MM 2AM M| response
A

Bll0| fail-open 0| OtL|2} fail-closed 2 SZtst=X|2

GNX Earswet o| AE52 “H™etsot 2
=

C|
L— H.
L= SRS A= ottt ASAs S22 EX, et

o
=]
N
(@]

efQlIgHoF BtLt.

42712 45 5

AZ =2 oA JtX|0|Ct. KM, adapter contract ZZ 2 marker_id, unit, sampling_time, sensor_vendor_id,
calibration_version, sensor_quality_flag, raw_access_policy 52t E£= SLX| ZAHS &elict, =M, Sweat
Quality Frame &332 underfilled, bubble_detected, old_sweat_mixed, contamination_suspected,
calibration_expired, drift_excessive &E{|E FStCt, MM, Device Event Frame %2 BLE burst, haptic, ADC
load, battery low, charging transition, CPU/MCU load, server request storm 2 ME2l A2t HZ0f| Fstct, dl
M, policy package @32 policy_not_found, policy_integrity_failed, version rollback, unauthorized policy
update £ &It CHIMY, output schema A& status, reason_code, output_mode, raw_value_access,
non_value_token, evidence_packet_id 7} L2t=[H Y ==X ZE Lt oA, audit 432 Evidence Packet
9| replay snapshot 2t integrity_value 7t At= X3 7Hs3HX| EHQlstot,

4.3 2 I7|1E

2t 7| =2 NE tHAEE 22LEICt PoC HHAMM = £ fail-closed A[LIZ2|2 30 7H O AF, MM T{F|X| 3 F O| A,
marker 33 0|4, API % BLE S 2 ZE 0|42 ZZ0|H ZE6IC} MU THA|0f| M = O|HIE T HIAE 2o} HIA
E, H3t 23| HIAE, Evidence Packet MM HE, TEL A|AR S8 215 Zaleljof ot 48 20| MA A0 M=
S| EHIAE, HARRZ|, HM HHE &9l key rotation, incident response playbook, HI0|E| £Z H#H0| A|of &M Z
SO0{7tof Bt}

A5 8 = = 7|c Zxt Aok EAH

Adapter Hame sah o 29X, 0] | raw_value_access=false & adapter validation report
4= vendor T request_remeasurement

Sweat Quality underfilled, full value Xttt non-value &= | sweat quality injection log
contamination_suspected, | = trend-only
calibration_expired

Device Event BLE burst, haptic, charging | artifact window Ll full value | device event trace
transition, CPU load RpEt

Policy policy_integrity_failed, policy_not_found == policy integrity report
policy rollback raw_blocked

Evidence packet tampering, replay 43 Aoy, 2t A8 Bt replay verification report
mismatch

Q0F2: AZ0| 2He 70| WEE FHECI 53 M AHTha} Niste] M2|HoICh 2B BHH A4S HIHO2 Yt

1 A AHRI0] 2EEAH| raw_value_access=false ==& H|Zt SEHO R | ZE|=X| &Qlsl{oF StC}.
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5, HOF A m|O|H{A| 2 &

51235 CHat

GNX Earswet O] 2 6ljOF & CHAN2 Thas JHQIM H 88 OfL| 2t MA|RHM| =& 2L, raw sensor reference,
candidate_value hash, policy package, calibration_version, evidence_packet_id, replay snapshot,
external APl consumer identity, SDK token, BLE characteristic state, integrity_value, audit log O|C}. £3| =
B XIS MESHA| §iC2te 27 EX o Re 3 XITH AR Lt Mzt E £+ JAC B2 G|0[F X Astet M2
Heot 22|7t 25t

5298 n

Y2 L& K2

HOlStCt KM, raw endpoint bypass &= &3 MO|{EE HX[X| 211 A2k characteristic
£ API getter Off M28H= S Z0|Ct EM, policy rollback 2 2eHEl MO 2 H|$h TS AstA|7| =

= SZ0|C}, A,

evidence tampering 2 X}ttt E£= 518 2FO 2HE Atz HESH= SHO|CH UM, replay attack 2 &4 Evidence

Packet EE= HA& SHE A B A 22 DHotst= 3Z0|Ct CHIM, adapter spoofing 2 0|ZZ OEM HlA

vendor_id 2 fE% THUKNE SESH= ZA0|Ct 4N, inference leakage = HIZt SE 2| reason_code Tt 2
(o]

FE5t= 340|Ct L&MW, over-collection 2 A3 FHE 'H0{ raw value 2+ ZX| O|HIE 2 E fC}
A

Al
= XA Aot ool £[A% fail-closed, MM RAM ZIAt 7t 4, 7| 22|, 2O HE $HA|, 2|2 AH|Kt A|9f
2 YX o2 oIt raw_value_access=false &EH0l|A{= SDK value getter 7} X MH|ZtS BHEISHX| g0t
OF ¥, BLE actual-value characteristic 2 Z4410| 2H|=[7{Lt non-value status characteristic 2F K|SO StC}.
Evidence Packet 2 3{{Al, HMAC, MXtAME E= SHAINIQl & MO StLIZ integrity_value & M&E £ YT
API 2H|XH= evidence_packet_id & 7|E2 2 it AHE 7tsd S HAE5HOf St

QOfR: ot DU ZNL AN HSELHT Wt THZ EX, 5 ZF, Y BT, O[HE |2H ZA 7| 2

) —, O

o= B fail-closed 2t FZMH HZ S Ao 2| £ 2 FO{0F BHCL.
6. 2f0|MA 17| X| & A 7=

6.1 20| MA CHA

2HO|MA CHA2 S5 Z00 2o 2= k= £3 ™ H|o| A|A™, SDK/API response schema, marker policy
package 2& 24| Evidence Packet ¥ #L X, fail-closed decision engme OEM sensor adapter contract 3!
EHES 100 LHX| 1400 2 HEEl= 7ol M2 ZEO|Ct SHEH0] TA| M= S O|MSHX| g8, 2t M A= XAl
MM, otA oM EE= M API Ol GNX Earswet 2% A|Z2 E8tet 4 ULt

6.2 A|2F CH|

A <t2 Field of Use, Territory, Device Class, Marker Scope, API Scope, Security Obligation, Evidence
Obligation TH2| 2 LI+0{0F StC} O € S0 AZX X ZF2{A 9| hydration trend-only 8= 2F M0HH o222 1=
ey 8= sYct £57|22 MOt HEJICI2L0)E ZEIE, @4, S 2T =, oFF 218 marker = A 2|2
AVLMECEEE 5|8 £ ZEQ H|Zt SE BME HE 2 A sl{of St
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12 7|2 EM MY {27t OtL|2t fail-closed AlLIZ2|2 18, Evidence Packet M# A, response schema
, policy integrity 4%, SDK integration success, BLE characteristic suppression, 2¢t 27 ‘4 TtEL
AAEIOM 28 WX| X2| R 2 Ho|Sh= HO| AFMSILE A|2FM 0= “candidate_value_presence=true ¢! 2<%
o= 2&A X710l raw_value_access=false 7} M E[0{0} SICH = A4 2E S Eolst= 20| HIZEEISICE

%y

A

Aoy
[> o >
2o

11

Aot ats HE N9 Fo|H

Field of Use ATK LA MAOHH ADIEZ A API | 2= ZIT S H|2
So=z 22|

Marker Scope TE[E, @A HA IR MRl S Ee marker & M EHRE kS
Ho|

APl Scope SDK, BLE, MH API, 22t2= APIH9| H | raw endpoint £3| 24|
9|

Evidence Obligation Evidence Packet MM, HZE 2IZ 0|2 FZ2Y 4o A| HHZLAE SX

Security Obligation 7|22, ZA20, M2AEst incident OE A|AHINE HE
response

QOFR: 2lo|MAE MIA StES 0] IOl 7} OfL|2t 3 HHAA 2| HH O|0|Ef X, API/BLE SE A7|0f, ZEAF THZ! A4
A RAEE MO = MAAsof otCt A4 T2 EA MEO| ofL|2} fail-closed 2 Evidence Packet 2| &2 £ £H0}0f of
C}.

7. AAL M 3E|AERI EAH 17| K]

7.1 &AL Xtz 4 -

2tO|MAlOf| A MBE Xt2 A2 10 7H EHZ FLABICE 01 Patent Package Ol= BAIM, =H, 2% A7 IHIUEE &
Ct. 02 Architecture Oll= = 1 LHX| = 12 Mgt HE, AXHE ME 00| S8 ECt. 03 API 0= response
schema, SDK getter behavior, BLE characteristic map 2 ELCt. 04 Policy 0= marker policy package sample,

o

policy update rule, integrity rule 2 EL}. 05 Evidence 0fl= Evidence Packet schema, sample packet, replay
test £ =L}, 06 Security Ofl= threat model, access control, key management, audit logging 2 =LCt. 07
Validation 0l = HIAE AH|O|A) 2t 7|& Aot HIZSIS EC 08 Regulatory Boundary Ol = H|ZIEH H|X| =, bt &
LA ZA2F ZX| 22ES =Lt 09 Commercial Of = 210 M A #He| 7HAZH PoC Al2lE =Lt 10 Operations 0=
HHZE, Zof, HA 22|, X2 HAE =Lt

7243 ==

AE MES2S e N SFYHELCH A TS 7tst 23 7Y 7HsTE|AE Aty ZSQOICH HE MEES
adapter validation report, sweat quality injection report, device event interference report, policy integrity
report, fail-closed matrix, APl response trace, BLE suppression trace, evidence packet replay report,

security test summary, partner acceptance log O|C}.

7.3 2AIEZH AO|E

Aot H AOIEE 7I&H OlsH, PoC S¢l, 22t S¢l, T S¢l, &Y =AU S =2 Lt 7|&H ol THAM| M= IP
logic OS product 2| EHM| 0[] SFE[0{0F 51, PoC 52! THAM M= X2 30 7 HY AlLt2| 27t S 1= 0{0F SHht. 2

ot &1 £HA|0f| A = raw endpoint bypass, evidence tampering, policy rollback, adapter spoofing CHS0| 2l
E|0{0F BtC}. M2 A0 M= HITITH Helet ZX| 22| 0| 2| =|0{0F BHrt.

=L FRMEE ZE B
01 Patent Package MM, =, Mg e 1P/
03 API response schema, SDK behavior, BLE XL
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map
05 Evidence packet schema, sample, replay test HOHAT
06 Security e, 72|, ZAIZ Hot

07 Validation E|AE #Ho|A, Zat HIZE] QA/NIE

QOFF: MAbs M SEo| ofL|2t x{FH 753t 3 I7|X[2] AFO|Ct Xtz A2 54, Of7|EIX, API, A, Evidence, &
ot AE, Al BA|, &Y =AU, 2F MA = Lt0{0f eiCt.

8. Ml % S EA

8.1 H|ZIEH B A

GNX Earswet 2 FE|Z, QA &t

b
SETIE, K= XA, of2 Y 2, o =27|2 AL UM E HME S U2 o X| efotof St ME = “&8 HAd
HMof”, “METY 287, “o & =l oL, “HIgh SE”, “FM J|H Mst 2270l HE2{0F StCt. Ol = 7|8 JHX| e 4
= &&= 20| ofL|2f, 23|= 2to|MA[2] Y-S SHIstE FAloltt

LA SHF0Me =2 2t2| B, MM UM 5 B F A&, ADEZHA
APIOIM Q| WHIRA Sz &3 QXK OEM MM Set Al M FA X, B s ;
THZI2el 2|27|7], JHlEE, 22X ZAl, SHTPE M| #EH2 8

oA

oo
w
Jm
(o]

| U RIS M| 6

o
e
ox
=2
Pl
rr
M
N
N>
k=)
rn

= WA LE EAIZF OfLI2 HMIZL RIS H £ FZE M O5t=s #AN HFE 718 728
= f

FRIoHOF StCt, MY ALE &AL CHS O M = 20| A B ELL 7|22 +E MOt Bttt = “IP logic OS2 AFY B
M A HHo|D0HH S 27te| £ T M0 A|A-”0|2t= HALE EHS HASIE, tAR20H = =XHE SH=2

nx = oo Jm
0=

02
of

HOF StC},

QOFE: 7| ZA = HE 0| OfL|2E |2 XHAO|C. GNX Earswet & FIEHZhS OF3tR| 9471, S8 7t0| 52 7H53HK|
o &2 S Al0| OFHISHK|S H|O{SHCHE EX| M ABE|A| AIeHOF St

0. 485 Y 29 B Y

9.1 HHE X

A& H{E = embedded module, mobile SDK, cloud API gateway, BLE middleware, policy package service,

evidence audit service & StL} 0| & HEHZ JHSSICE £ 7| THELH0]| = SDK/API S412| 7HH2 S¢eto| Metsta,
7| GEHOA= WM FIZAF A AR M 17| X| ML E HSh= 22 S20| HESICH =0 2S0| OF%] 2t
ME|X| k2 CHAOM E, IP logic OS product £ response schema 2t fail-closed decision engine 2t 2 PoC &

AlEFeE 4 QiLt,

pl

9.2 2% &

2EEM2 policy package 2| M, HE, S, HZE, 3|4, H|7| THAIS Zetsl{OF STt marker B HM2 17 Hat, I
M H|Z=AHSE B A, 7 A 2|A30] w2t HAE 2~ QUCE ol policy_integrity_value 7t HF{™ Evidence
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9.3 0 H AL CHS

Fof A2oM 71 STt X2 fail-open ZX[0|CH MM 17| X| E 22 4 AL, 2 HTO| St E[JAAHLY,
response_schema_state 7t M| X| 244 7HLE, Evidence Packet 4440 MI{stH A|ARIS MA|ZHS SIHSHK| L1
raw_blocked = non_value 2 2t &/50f ST} ZOH CHE EM = ALEXE 2 2| A7t OtL|2t XA fo| @8
X|E MO = sict.

o
19
Ao
0z
oo
ot
rir
rx
x
0>
=
HT
n
>
he

2l

k3

N
=
HT
Ho
08
=
X
1]

X ZFE LA0| RE[SITE 2F HE2 ZE TOH0H|A

=3 = 30 & Lioll= White Book, Blue Book, B2} O &, API/BLE schema, Evidence Packet sample, fail-
closed test matrix £ stLt2| A3 I{7|X| 2 Ha|soF Stot, O] IHF|X|= EXH 2to| MA|of| A “E5{EH F70|2H= AME
Ct Cf Z2%H M 2| XtAO| 2Tt MEEHE GNX Earswet O 2 RX[SHE], 7|&H2 “MAM| A HI0|0H FHZO| &3 ™
MO A|ARIPO 2 EUBICE,

102=7| &1

PoC SHAIO| M= &H| dIM StER|0{e] b EE L E3 Mo 2Z]9| M dE Ho{F= 20| RM0[Ct mock OEM
sensor, simulated sweat quality frame, synthetic device event frame 2 A3l EICt SR A2
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